Basic Definitions
To provide a basis for further discussion, the following definitions will be used throughout the report.
• Trojan Horse -a program which performs a useful function, but also performs an unexpected action as well.
• Virus -a code segment which replicates by attaching copies to existing executables.
• Worm -a program which replicates itself and causes execution of the new copy.
• Network Worm -a worm which copies itself to another system by using common network facilities, and causes execution of the copy on that system.
Viruses
The following are necessary characteristics of a virus:
• replication This leads to the following initial conclusions:
• Viruses exploit weaknesses in operating system controls and human patterns of system use/misuse.
• Destructive viruses are more likely to be eradicated.
• An innovative virus may have a larger initial window to propagate before it is discovered and the "average" anti-viral product is modified to detect or eradicate it.
It has been suggested that viruses for multi-user systems are too difficult to write. However, Fred Cohen required only "8 hours of expert work" [Hof90] A third method of gaining unauthorized access is network spoofing. In network spoofing a system presents itself to the network as though it were a different system (system A impersonates system B by sending B's address instead of its own). The reason for doing this is that systems tend to operate within a group of other "trusted" systems. Trust is imparted in a one-to-one fashion; system A trusts system B (this does not imply that system B trusts system A). Implied with this trust, is that the system administrator of the trusted system is performing his job properly and maintaining an appropriate level of security for his system. Network spoofing occurs in the following manner: if system A trusts system B and system C spoofs (impersonates) system B, then system C can gain otherwise denied access to system A.
"Social engineering" is the final method of gaining unauthorized system access. People have been known to call a system operator, pretending to be some authority figure, and demand that a password be changed to allow them access. One could also say that using personal data to guess a user's password is social engineering. 
